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Sensitive data management on IMTM

@  Users and their rights
* Information system Admin

0 * Storage of clinical/parametric data

* Information system ClinData

@ * Storage of laboratory data

* Information systems ClinLab,

= * Storage of big omics data
& N\
* Object storage CEPH, S3, OwnCloud, Samba
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IMTM/EATRIS-CZ Digitalization Hub

: Pre-clinical Clinical . .
Discovery Clinical use
development development

MedChemBio
Portal

PreClinData

ClinData —

LabScheduler —

Public Portal —
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Information system Admin

Users and their rights

IMT

M : %
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IMTM Admin MTM

° ° ° W Administration ~ Y Site configuration ) support 59:08 & PetrPavid: Admin v 5% Engish ~ @ Logout
Privilege list A | Entities with access to the selected Privilege >
S e r a I I l I n I S ra I O n © new € delete (@) reload (@ evictcache (%) () «|  Profie (355) Role (24) »
Name Description Name Description
\ | ||
= ROLE_USER | Laboratory 65Biocev Role for adding patients
= ROLE_REGISTRY Registry Supervisor Role with all access rights.
ROLE_REGISTRY_DISPLAY_PERSONAL_DATA Registry display personal data of all | Import data 65BI0CEV manager  Role for importing group of data
AU T H E N T I C AT I O N W H o I s W H o = ROLE_REGISTRY_PATIENT Registry patient CovIT PREVAL samping site ALL paf user see al patients
( ) = ROLE_REGISTRY_PATIENT_INFORM_CONSENT Registry show informed consent Manager 65BIOCEV laboratory Role for managing status of patients + SMS
ROLE_REGISTRY_PATIENT_INFORM_CONSENT_DELE1 Registry delete informed consent CovIT basic role
. . . ROLE_REGISTRY_PATIENT_INFORM_CONSENT_ADD  Registry add informed consent Ciindata SARS students
U S e r d ef I n It I O n : ROLE_REGISTRY_PATIENT_ADD_STUDY Registry add patient to study CovIT PREVAL sampling site NOTall user do NOT see other patients
. . . ROLE_REGISTRY_PATIENT_DEL_STUDY Registry delete patient from study Sampling site + Laboratory SMOTOL Sampling site and laboratory of SMOTOL
Na m e, m a I l, p h On e’ Orga n Iza tlo n, te a m = ROLE_REGISTRY_PATIENT_FORM Registry show patient's forms Manager IMTM faboratory Role for managing status of patients + SMS
ROLE_REGISTRY_PATIENT_FORM_EDIT Registry edit patient's forms ClinData project admin Role with unrestricted access to selected project
ROLE_REGISTRY_PATIENT_FORM_SHOW_HISTORY  Registry show form history ClinData project data manager Role maintains patiens in the study, no study editing
= ROLE_REGISTRY_PATIENT_FORM_CHANGE_STATUS Registry changes form's status ClinData Disulfiram user
ROLE_REGISTRY_PATIENT_FORM_CHANGE_STATL Registry changes status to signed Import data 53IMG manager Role for importing group of data
ROLE_REGISTRY_PATIENT_FORM_FORCE_CLOSE  Registry force close form Import data IMTM manager Role for importing group of data
AU T H O R I ZAT I O N (W H AT I s A L LOW E D) ROLE_REGISTRY_PATIENT_FORM_CHANGE_STATL Registry changes status to close Laboratory 42MUNIBRN Role for adding patients
ROLE_REGISTRY_PATIENT_FORM_CHANGE_STATL Registry changes status to review n Covid ADMIN
ROLE_REGISTRY_PATIENT_FORM_CHANGE_STATL Registry changes status to signed Laboratory IMTM Role for adding patients
T t f t M t M . ROLE_REGISTRY_PATIENT_FORM_OPEN Registry open patient's forms Laboratory 53IMG Role for adding patients
WO y p e S O re S r I C I 0 n S ° ROLE_REGISTRY_PATIENT_SHOW_OWNER Registry show patients owner Sampling site + Laboratory 7SUK1LF Sampling site and laboratory of 75UK1LF
= ROLE_REGISTRY_PATIENT_STUDY_DETAIL Registry show patient in study Admin of 42MUNIBRN laboratory  Role for managing status of patients + SMS + import
. . ROLE_REGISTRY_PATIENT_STUDY_DETAIL_EXPORT Registry export patient's data Sampling site + Laboratory 1SZU  Sampling site and laboratory of 152U
° A C C e S S to f u n Ct I 0 n a l. I ty ROLE_REGISTRY_PATIENT_STUDY_DETAIL_EDIT Registry edit patient in study i’ ClinData Kopretina gynekolog Role for gynocologists in Kopretina project
Privilege details - edit . Manager 53IMG faboratory Role for managing status of patients + SMS
* Accesstodata —
Name * ROLE_REGISTRY_PATIENT_ADD_STUDY
Description Registry add patient to study

PRIVILEGE ROLE
Every feature in Virtual entity connecting more privileges together:

system has its own * ClinData project admin
item in admin * ClinData principal investigator

ClinData project data manager
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Admin — data restrictions on record level

* Every record in database has these identifications
* idPatient - Unique ID of entity
* idCreator - ID of user who created record
* idUpdater - ID of user who edited record

|{ TIMECREATOR |{} IDUPDATER |{} TIMEUPDATER |{ AcTIVE |
________ 4 12:12:25,000000000 (null) 28.06.24 12:12:25,000000000 1
14 4 14:47:25,000000000 (null) 14.06.24 14:47:25,000000000 1
28.06.24 11:57:29,000000000 (null) 28.06.24 11:57:29,000000000 1

* Every user is part of organization and team Y-
e Multilevel hierarchy ' ﬁ\ '
i

IM
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Admin — data restrictions on record level

* By default, a user can see only records he inserted

* Access permission/restriction can be limited to
* Specific persons according to idPatient,
* Persons inserted by specific user by idCreator,
* Persons inserted by teammates of specific user.
* Specific study or all persons inserted in study
* Specific form(eCRF)
* Specific event - visit

IM
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Admin — user interface

E Administration ‘..T Site configuration «

Person list

o new Q delete @ reload G evictCache

Email/Login Last name Phone Registered
‘petr.pavlis ‘ ‘ ‘ ’ v
petr.pavls@upol.cz Pavli§ +42073ER |
Person details - edit
L save o cancel
Email/Login * | petr.pavis@upol.cz Registered [V
Title First name * Midle name Degree
Petr
Address
Phone +4207311 WWW

Change password [

Multifactor Authentication if requested by CAS [V

Next authentication after 3000 Type SMS +

[min]

Profile(s) settings for selected Person

Profile list

o new 0 delete @ reload G evictCache

Name

Pneumologicky reqistr test
Admin
Data Manager

System admin

Settings for selected Profile

4 Role (7) Privilege (217)

Name

Registered = Default

A K RKH K

Menu (25) Permission (7)

Selected Subtree

= ROLE_USER
+ ROLE_COVID
* ROLE_LABSCHEDULER
ROLE_FHIR_CONVERTER
= ROLE_REGISTRY

ROLE_REGISTRY_DISPLAY_PERSONAL_DATA

* ROLE_REGISTRY_STUDY

OO0O0O0O0O0O0O

Team (1)

(N A

IMTM

<

Profile (12 »

Effective

d KKK KKK

*
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IMTM
Admin — security management
* All changes in user accounts and their "ineedaccesto..
rights are controlled and monitored e .
* Creating new accounts or changes in
privileges requires approval via IMTM
Helpdesk system. S ez~ 2ox

* There is at least once a year audit of

user accounts and obsolete ones are
disabled

@ Drag and drop files, paste screenshots, or
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IMTM

ClinData

Comprehensive information system for data stewardship in clinical trials,
registries and other clinical/scientific databases.
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ClinData — Parametric data storage

 ClinData software has web-based client/server
architecture, the application runs on the server, the
user is connected through a web browser from
computer, tablet or smart phone.

e All communication between the client and the
server is secured by SSL encryption, which is

currently industry standard.

* Main aims was to end “Excel hell”, but it was before
GDPR.

* Available at htitps://clindata.imtm.cz/

* Manual: https://confluence.imtm.cz/x/NAFp
* Leaflet: https://confluence.imtm.cz/x/VwCzBQ

CLINDATA DATABASE

ol L

CLINDATA APPLICATION

SERVER

E
/1N

SSL Encryption

mi=

CLINDATA CLIENTS

IMTM


https://clindata.imtm.cz/

.X.
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ClinData — basic schema

IMTM

MEDICALSTAFF

GENOMICDATA

25—

IDEA O NEW STUDY = DESIGN OF STUDY A4

. 4
g
CREATE FORMs &

CLINDATA CORE

CENTRAL
AUTHENTICATION
SERVICE

DATABASE
OF USERS

[ J
.
STUDY MONITOR

ADMINISTRATOR

° ; °
ETHICS BOARD -

EXPORT
WIZARD

STATISTICIAN

COMPLETION
REPORT

EXCEL ROW DATA
EXPORT

PDF EXPORT

R SCRIPT ih,

ON DEMAND
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ClinData - study design

Q Study details & CRF templates & Study flowchart & Uploaded files A storage E Reports

* Basic entity is study

& Study flowchart (visits)

* Study defines one or e
more events/visits oot I e E ol e °
(SC h ed u le) : YV Den0 1. mésic 2. mésic 3. mésic 6. mésic

* Study contains one Dl Dl Dl i O
or more ele Ctronic % Zafazeni pacienta O O O O
fo rms (e C R F) $ Rodinna anamnéza O O O O

. Eve ry eve nt can h ave Osobni anamnéza L O O O O
one or more forms | Laboratorni vysledky V)D O O O

* Events can be DopInéni osobni O
planned, repeated or
d d - h OoC Krevni obraz v O O O O

Testy O O O O
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IMT
ClinData - electronic form (eCRF)
* Form is splitinto sections - logical order
* Basic element of the form is question
* Answer to the question can be any of following types
* Binary ™
* Category =
* Number e
° DeCimal number EIE Autoimunitni onemocnéni (O Ano () Ne () Neuvedeno
e Text with Whisperer 3 (]  Stitna Zlaza Datum diagnozy
’ I(:;leite)(t - (J DM Datum diagnozy
* Clo
. Date/time/Datetime ] Celiakie Datum diagnozy
° Fll.e = []  Artritis Datum diagno6zy

B B BB
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ClinData — electronic form

* Other editable options of questions

Graphical design (html, css)
s mandatory

Is visible — visibility can be defined by another
question

|s private
* Hidden to user without personal data permission
Default value is set
* Settings done via SPEL script
Calculated value is set,
* Weight and height=> BMI
Harmonization standard OHDCI - Athena

Patient ID L)

IMT

Date of Study Inclusion £ £.J

Age at Diagnosis £.J

Search

eeeeeeeee

Explore domains

Drugs
"1 5,613,1

Devices

Conditions
“l 675,961

Observations
7l 973,354

. 4

Procedures
3333333

Measurements
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ClinData — electronic form

* Sections or questions can be repeated
* Allows enter data of unknown abundance

& Section can be

ID aliquot IMTM-BIOBNK-P1-S00000124-A01 repeated
Tube number 4565654

Material to store RC RNA celkova v

Amount 12 mi v

Storage temperature [C] -80

ID aliquot IMTM-BIOBNK-P1-S00000124-A02
Tube number 4565655
Material to store RC RNA celkova v
New repeated
Amount 8 ml v

section

Storage temperature [C] -80
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ClinData — electronic form status

e eCRF have status

Status

* Data validation is processed when changing status

* Changing status requires specific privilege
* Reopening form requires specific privilege

e Clinical studies has these statuses

Not opened

In progress
Review ready
Closed

Closed + Signed

Niox analyza exhalovaného NO

(& Open
|: Spirometrie
(& Open

Lécba astmatu

:] Biologicky material pro studii

13/06/2019

13/06/2019

13/06/2019

13/06/2019

2/2

i
o s B
s s 2

IM

0/0

0/0

0/0

0/0
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ClinData — electronic form designer

() We b d e S Ig n e r Form name: Description: Version: © Add new section~ = © Browse history~ = ®Preview X Save

¥ Developer v
* No IT specialists
need ed —ELEL scription: Q@ # ONewgroup ©ltem %

* \Web interface to . |
d efi n e fo rm s ’ EI: Wha.t provisions arein place for > A

data security (including data

queStionS and all itS recovery as well as secure

storage and transfer of sensitive

Data security Data security 1

H Repeatable H Mandatory

data)?
p aram ete IS o-o0- Text: ToolTip: Items: Layout (0 & x|
Is the data safely stored in Yes v

i P reVi eW certified repositories for long

term preserva tion and curation?
* Exporting templates
to pdf. ©ltem  © New group K |
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ClinData — user interface

ClinD

Columns selection

Search

Available columns

. 4
Filters

Show

>
(1]
=
o

© 2024 IMTM

.| Patient parameters

=

=

=

Action

ID

First name
Last name
Address
Sex

Birth date
Enroliment date
Last update
Personal ID
Email
Telephone

Health insurance

Status

[ Patient's data

Assignment to group

Selected columns
Action
ID
First name
Last name

| Address
Sex
Birth date
Enroliment date

Last update

Save

x|l (S}
D
iv
Jlumns
ext

Cancel

2.5.5-RELEASE

IMTM

.x.
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ClinData — status of electronic forms

Forms in the study A-C-G-T

Overall completion of items on all forms
All: 142/304 Mandatory: 11/11

Name

Centrum

Region G¢astnika

Vstupni a vylu¢ovaci kritéria
Identifikace vzorku

Dotaznik pro darce krve
Informovany souhlas
Dotaznik ucastnika projektu
Laboratof - A-C-G-T
Vysledkovy formular
Pfedani alikvott

Data files

TEEEEEEELEL R

SEKVENACE - projekt

Last modification

17/07/2020

17/05/2021

20/08/2020

26/01/2021

22/07/2020

21/08/2020

13/04/2023

24/11/2022

01/06/2023

2
o
=3
c
(0]

In progress

sl oIl o
g H H
3

3
g
g

Not opened

Not opened

:l:
H F

Not opened

H
8
g

G PDF ~

[ Export patient's data v

Completion @
Al Mandatory
m m
4/5 0/0
N
6/7 5/5
212 0/0
59/85 0/0
O
1515 0/0
321137 5/5
- N
22/39 0/0
CE—
0/3 0/0
0/9 0/0
0/0 0/0
17 0/0

IMTM

D
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ClinData — eCRF examples

SlElUH] In progress | 2 Back to patient

WGS

ﬂ 3_UP0001_210628_A00703_0086_AHVYJ3DSXY_S3 R1_001.fastq.gz 37.86 GB

! ﬂ 3_UP0001_210628_A00703_0086_AHVYJ3DSXY_S3_R2 001.fastq.gz 34.28 GB

aCGH

Metabolomics

metDNA Seq

L AT U ML . W NIV Ty el GevaTe T e e
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ClinData — FAIRIfication

* Selected data from selected studies can be exported into public
repositories

* Cancer genomics data is exported into IMTM instance of
cBioPortal https://cbioportal.imtm.cz

* Data from other types of studies is exported to LifeData portal
https://lifedata.cz

* Data exported into public repositories are anonymized, curated
and possibly aggregated.

IMT

M r %


https://cbioportal.imtm.cz/
https://lifedata.cz/
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ClinData — FAIRIfication

ClinData

anonymized exports

LifeData Portal

Study Name:

Enter study name

Principal Investigator:

Enter prinpal investigator

Do:
Enter DOI
Primary Diagnosis:
[ Disease [ Population Study [ Healthy
Other:

Enter any string

HomePage Documentation ~ Contact Us

Studies  StudyDetalls Data

Study Name

Principal Investigator  DOI

Details

[ s> J

Assesment of Multiomics

Profiles in Health and Marian Hajduch, MD,
Disease - Corelation With  PhD.

the Disease Phenotype.

Influence of opioid
analgesia on circulating
tumor cellsin open
colorectal cancer surgery

MUDr. Emil Berta

Study of resistance to
cytostatic treatmentin
oncological patients

Ass. Prof. Marian Hajduch,
MD, Ph.D.

https://lifedata.cz

'

Graph And Summaries

©2024IMTM

IMTM &

https://cbioportal.imtm.cz

Py
¥
seshawk  JRA I Bitbucket [ M localdev [ Development (3 Production (Jcasd [Jadobe [Jkola Dlfote CIGT Dlidlo Dlpocasi [ICo+ DIveda CIPC
(] (aa] [au] (] (iu] (] (] (] DOet O (ou] (] (] (]
o cBioPortal DataSets WebAPI R/MATLAB Tutorials/Webinars FAQ News Visualize Your Data About
&%) rorcancerc

EATRIS-Plus muitiomic study.
Healthy volunteers cohort (blood donors) for EATRIS-Plus multiomic study. More info https://clinicaltials.gov/study/NCT044271637
term=NCT044271638city=&rank=1

Summary | Clinical Data Selected: 127 patients [ 127 samples  ® R &
Specimen collection date 0 x = Ethnicity Race Finding of body mass index
# Freq v
W 18.09.2020 on 8.7% 15-
W 21.09.2020 () 71% 10
W 24.09.2020 (] 71% 5
W 17.09.2020 0 s 47%
%%*’v*"s‘%ﬂ*‘!f“b"b'&%‘b%%\b

W 22.09.2020 Os 47% J ) )
W 15.09.2020 04 3.1% ABO Current chronological age
W 27.07.2020 o4 3.1% 14
W 29.07.2020 04 31% :5
W 01.09.2020 o3 24% :
W 02.10.2020 0s 24% ;
W 05.08.2020 os3 24% P A

earch. Selectall . ) ) BYIPREELVOTERDOLHEDD

General finding of heightcm] Hematocrit finding Hemoglobin finding

»

25- 15 20-

2 10 15

15 10

0 s s

A N Y% % % % % % %, O O S B %0 B %% % % e B Y
Publi
pd
N


https://cbioportal.imtm.cz/
https://lifedata.cz/
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ClinData — license

* ClinData is completely developed on IMTM/EATRIS-CZ UPOL.

* All external libraries/frameworks used in ClinData are published
under permissive open software licenses like MIT, BSD, Apache.

* There are no external license requirements on using ClinData.

* ClinData is not currently an open source, but willing to provide
free license for non-commercial use.

IM

‘M
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IMTM

ClinLab

Laboratory information system for management of samples from various
projects.



ClinLab

Laboratory information system

Based on CovIT

Specialized system for management
of Sars-Cov2 samples

Functionality of LIMS for single
laboratory procedure

ClinLab is general system

5&’: Evidence and management of samplesin
IMTM biobank

Other LIMS functionality planned and being
developed

https://clinlab.imtm.cz/
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ClinLab
Sampling

Sample registration

Biobanking - odbérové misto
Vzorky - odbérové misto

Jméno

Rodné &islo
Pohlavi
Telefonni ¢islo
Mésto

Zdravotni pojistovna

SR i progress |

OMOF

telephone

X Saveandclose  Close
| Ocwrrisor | G ] eor- [ ]

Pfijmeni

Datum narozeni DD/MM/RRREE
Email

PsC

Prijem vzorku v

Datum odbéru

Typ materialu na pfijmu *

Externi ID vzorku I.

Externi ID vzorku Il

Externi ID vzorku IIl.

Informovany souhlas Vv

Informovany souhlas je k

dispozici

O Ano O Ne




ClinLab
Laboratory

Action s J

Ema -

First name

Jan

Visit: default

Visit: default

Visit: default

Visit: default

Extraction of

aliguots

Last name

Novak

Address

Visit date: 14/06/2024

Vi
Sample storage VvV

Vi

Date of receiving sample

Reason

ID sample IMTM

Number of aliquots

ID aliquot

Tube number
Material to store
Amount

Storage temperature [C]

Sex Birth date
M 1972/01/01
Form: Vzorky

14/06/2024

@® Indication by a doctor
O Study

IMTM-null-P1-S00000124

IMTM-null-P1-S00000124-A01
4565654

RC RNA celkova

12 mi

-80

Enroliment date

2024/06/14 14:47:25

_—~ GE

~ &
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Laboratory methods and results

Methods has specific form to fill

laboratory results

If confirmed, than select stage
rASRM

O1LOonoOmowN

No adenomyosis O Yes O No

No previous gynecological/pelvic O Yes O No

surgery except for HSC,

polypectomy, laparoscopy,
Provedeni Vysledek vysetfeni Byl vyéetien Subtyp salpingectomy
vysetreni mutacniho stavu subtyp
genetiky nadoru No hyperprolactinaemia O Yes O No
flze AKT1 negativni ano Type to start searching FSH on the third day less than 10 /L [less than 10]
mutace AKT1 pozitivni ne Type to start searching Anti-Mullerian hormone 5 pg/iL [limit value 1-5]
fuze ALK negativni ne Type to start searching . o

Basal antral follicle count 5-15 [limit value 5-15]
mutace ALK pozitivni ano Type to start searching

No polycystic ovary syndrome O Yes O No
flze AXL Type to start searching

Number of deliveries
flze BRAF Type to start searching

Number of spontaneous abortions less than 2 [less than 2]
mutace BRAF Type to start searching
flize CCND1 S Infertility duration less than 5 years [less than 5]

mutace CTNNB1

Type to start searching
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ClinLab - ComfortLab portal *
Reporting, PDF, HTML

COVIDLAB

Pick up the test result

M — Your code from SMS:
Direct communication channel with patients or : ) »

. our personal id:
doctors j

* Gathering patient’s data via predefined
registration forms

e Patients can receive results or e  Show test results
certificates l

I am a foreigner or | do not have Czech birth identification number.

Datum doruceni vzorku do laboratore: 23/03/2020
Datum provedeni vySetieni: 10/03/2020

* Authentication by information sent via

Pfijmeni: Dva

SMS or emails

Rodné &islo: 940224/9602

* Login by personal id and unique hash e

Va lu e S e nt i n S M S Vysledek vysetreni pritomnosti SARS-CoV-2 pomoci rRT-PCR:

Vysledek testu SARS-CoV-2 nelze stanovit kvili $patnému odbéru. Doporuéujeme odbér opakovat.

Metoda vysetreni pritomnosti SARS-CoV-2:
Vzorek byl vy3etien metodou rRT-PCR za poufZiti detekce virdlniho genomu pomoci LightMix® Modular Sarbecovirus E-gene a LightMix® Modular Wuhan CoV RdRP-gene
kitu s kontrolou EAV RNA extraction control (Roche). Negativni vysledek metody nevylucuje pfitomnost viru SARS-CoV-2 pod detekénim limitem metody.

[ & Vytisknout vysledek

‘ [A Stahnout vysledek ‘

© 2020 Institute of Molecular and Translational Medicine www.imtm.cz



ClinLab
Connection to European bio bank BBMRI

Samples registered in ClinLab can be reported to BBMRI
European bio bank

FHIR convertor BBMRI BBMRI Locator

BridgeHead

¢ Primary e Add e Convertto e Importto e Sampleis
registration diagnosis to FHIR format BBMRI available to
and storage sample biobank scientists
across
Europe
y, y, J y, J
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Data management of omics data

* New problem arises here — data size

* When new omics project is coming then IT guys must pay
attention.

* Problem is not only storage place, but also network nad CPU
speed.

* When we exchange big data with externals then a week is good
time

* 10/25/100Gb network speed sounds good but real speed is much
slower

‘M
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CEPH — Big omics data storage

ClinData software is connected to IMTM Object storage which allows storing of big scientific data
(genomic, proteomics) in safe way. Capacity of the object storage is 2.5PB. Objects can be directly
linked to ClinData forms to allow accessing all data from one place.

‘ ClinData IMTM - CEPH OBJECT STORAGE CESNET
- https://clindata.imtm.cz

Parametrical
data

S3, NFS,
WEBDAV NODE1 NODE2

PROTOCOLS , BACPUPS

5‘& OwnCloud
Big data https://privatecloud.imtm.cz CAPACITY: >2,5PB NODE3
genomics ‘ REDUNDANCY: 3x

proteomics etc.

.x.
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Sharing omics data

n
%/
\w

Laboratory analyses,
sequencing, imaging etc.

H—@

Sample
ClinLab

\‘

Object Storage - CEPH

NFS disk, S3

afl
L

*

IMTM

¢

/
/ ClinData

D
BN

Internal

Scientist
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Future plans with omics data?

* Enhance previous screen by installing and adopting FEGA
* FEGA is Federated European Genome/Fenome archive
* https://ega-archive.org/about/projects-and-funders/federated-ega/

°

@2 curoPEAN

sy~ GENOME-PHENOME
ARCHIVE


https://ega-archive.org/about/projects-and-funders/federated-ega/

Thank you for you
attention!

IMT

M : @



