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Sensitive data management on IMTM

• Users and their rights
• Information system Admin

• Storage of clinical/parametric data
• Information system ClinData

• Storage of laboratory data
• Information systems ClinLab, PreClinData, MedChemBio Portal, 

LabScheduler

• Storage of big omics data
• Object storage CEPH, S3, OwnCloud, Samba
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Information system Admin
Users and their rights



IMTM Admin
User administration

AUTHENTICATION (WHO IS WHO)
User definition: 
Name, mail, phone, organization, team

AUTHORIZATION (WHAT IS ALLOWED)
Two types of restrictions: 

• Access to functionality

• Access to data

PRIVILEGE
Every feature in 
system has its own 
item in admin  

ROLE
Virtual entity connecting more privileges together:
• ClinData project admin
• ClinData principal investigator
• ClinData project data manager



Admin – data restrictions on record level

• Every record in database has these identifications
• idPatient - Unique ID of entity
• idCreator – ID of user who created record
• idUpdater – ID of user who edited record

• Every user is part of organization and team
• Multilevel hierarchy



Admin – data restrictions on record level

• By default, a user can see only records he inserted
• Access permission/restriction can be limited to 
• Specific persons according to idPatient,
• Persons inserted by specific user by idCreator,
• Persons inserted by teammates of specific user.
• Specific study or all persons inserted in study
• Specific form(eCRF)
• Specific event - visit



Admin – user interface



Admin – security management

• All changes in user accounts and their 
rights are controlled and monitored
• Creating new accounts or changes in 

privileges requires approval via IMTM 
Helpdesk system. 
• There is at least once a year audit of 

user accounts and obsolete ones are 
disabled



ClinData
Comprehensive information system for data stewardship in clinical trials, 
registries and other clinical/scientific databases.



• ClinData software has web-based client/server
architecture, the application runs on the server, the
user is connected through a web browser from
computer, tablet or smart phone.

• All communication between the client and the
server is secured by SSL encryption, which is
currently industry standard.

• Main aims was to end “Excel hell”, but it was before
GDPR.

• Available at https://clindata.imtm.cz/

• Manual: https://confluence.imtm.cz/x/NAFp
• Leaflet: https://confluence.imtm.cz/x/VwCzBQ

CLINDATA CLIENTS

CLINDATA DATABASE

CLINDATA APPLICATION 
SERVER

SSL Encryption

ClinData – Parametric data storage

https://clindata.imtm.cz/


ClinData – basic schema
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ClinData - study design

• Basic entity is study
• Study defines one or 

more events/visits 
(schedule)
• Study contains one 

or more electronic 
forms (eCRF)
• Every event can have 

one or more forms
• Events can be 

planned, repeated or 
ad-hoc 



ClinData – electronic form (eCRF)

• Form is split into sections – logical order
• Basic element of the form is question
• Answer to the question can be any of following types

• Binary
• Category
• Number
• Decimal number
• Text with whisperer
• Free text
• Clob
• Date/time/Datetime
• File



ClinData – electronic form

• Other editable options of questions
• Graphical design (html, css)
• Is mandatory
• Is visible – visibility can be defined by another 

question
• Is private

• Hidden to user without personal data permission 
• Default value is set

• Settings done via SPEL script
• Calculated value is set, 

• Weight and height=> BMI
• Harmonization standard OHDCI - Athena



ClinData – electronic form

• Sections or questions can be repeated
• Allows enter data of unknown abundance

Section can be 
repeated

New repeated 
section



ClinData – electronic form status

• eCRF have status

• Data validation is processed when changing status
• Changing status requires specific privilege
• Reopening form requires specific privilege
• Clinical studies has these statuses

• Not opened
• In progress
• Review ready
• Closed
• Closed + Signed



ClinData – electronic form designer

• Web designer
• No IT specialists 

needed
• Web interface to 
define forms, 
questions and all its 
parameters

• Preview
• Exporting templates 

to pdf.



ClinData – user interface



ClinData – status of electronic forms



ClinData – eCRF examples



ClinData – FAIRification

• Selected data from selected studies can be exported into public 
repositories 
• Cancer genomics data is exported into IMTM instance of 

cBioPortal https://cbioportal.imtm.cz
• Data from other types of studies is exported to LifeData portal 

https://lifedata.cz

• Data exported into public repositories are anonymized, curated 
and possibly aggregated.

https://cbioportal.imtm.cz/
https://lifedata.cz/


ClinData – FAIRification

ClinData 
anonymized exports

Cancer genomics

All type of studies

https://cbioportal.imtm.cz

https://lifedata.cz

Public

https://cbioportal.imtm.cz/
https://lifedata.cz/


ClinData – license

• ClinData is completely developed on IMTM/EATRIS-CZ UPOL.
• All external libraries/frameworks used in ClinData are published 

under permissive open software licenses like MIT, BSD, Apache.
• There are no external license requirements on using ClinData.
• ClinData is not currently an open source, but willing to provide 

free license for non-commercial use.



ClinLab
Laboratory information system for management of samples from various 
projects. 



Based on CovIT
Specialized system for management 
of Sars-Cov2 samples

Functionality of LIMS for single 
laboratory procedure

ClinLab
Laboratory information system

ClinLab is general system
Evidence and management of samples in 
IMTM biobank

Other LIMS functionality planned and being 
developed

https://clinlab.imtm.cz/

https://clinlab.imtm.cz/


ClinLab
Sampling

Sample registration

Informed consent signed



ClinLab
Laboratory

Extraction of 
aliquots



ClinLab
Laboratory methods and results

Methods has specific form to fill 
laboratory results



ClinLab – ComfortLab portal
Reporting, PDF, HTML

Direct communication channel with patients or 
doctors

• Gathering patient’s data via predefined 
registration forms

• Patients can receive results or 
certificates

• Authentication by information sent  via 
SMS or emails

• Login by personal id and unique hash 
value sent in SMS



ClinLab
Connection to European bio bank BBMRI

Samples registered in ClinLab can be reported to BBMRI 
European bio bank 

ClinLab

• Primary 
registration  
and storage

ClinData

• Add 
diagnosis to 
sample

FHIR convertor

• Convert to 
FHIR format

BBMRI 
BridgeHead

• Import to 
BBMRI 
biobank

BBMRI Locator

• Sample is 
available to 
scientists 
across 
Europe



Data management of omics data

• New problem arises here – data size
• When new omics project is coming then IT guys must pay 

attention.
• Problem is not only storage place, but also network nad CPU 

speed.
• When we exchange big data with externals then a week is good 

time
• 10/25/100Gb network speed sounds good but real speed is much 

slower



ClinData software is connected to IMTM Object storage which allows storing of big scientific data
(genomic, proteomics) in safe way. Capacity of the object storage is 2.5PB. Objects can be directly
linked to ClinData forms to allow accessing all data from one place.

IMTM - CEPH OBJECT STORAGE

NODE1
S3, NFS,
WEBDAV 

PROTOCOLS

NODE2

NODE3CAPACITY: >2,5PB
REDUNDANCY: 3x

CESNET  

BACPUPS

ClinData
https://clindata.imtm.cz

OwnCloud
https://privatecloud.imtm.cz

Parametrical 
data

Big data
genomics, 

proteomics etc.

CEPH – Big omics data storage



Sharing omics data

Laboratory analyses, 
sequencing, imaging etc.

Internal 
Scientist

NFS disk, S3

Object Storage - CEPH

ClinData

ClinLab
Sample



Future plans with omics data?

• Enhance previous screen by installing and adopting FEGA
• FEGA is Federated European Genome/Fenome archive
• https://ega-archive.org/about/projects-and-funders/federated-ega/

https://ega-archive.org/about/projects-and-funders/federated-ega/


Thank you for you 
attention!


