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Nodes
● Strengthening of the scientific communities of that country
● 22 members and 3 observers

 
Communities
● Represent a scientific or technological theme
● Cancer Data, Galaxy, Food and Nutrition, Federated Human Data…

Focus Groups
● To address emerging areas of interest and seek to identify a strategy
● EOSC, FAIR Training, Health Data, AI, Pathogen data and more

Platforms
● To coordinate activities and develop ELIXIR’s technical vision
● Data, Tools, Interoperability, Training and Compute

“dimensions of international cooperation”

ELIXIR – distributed European life science infrastructure



ELIXIR Platforms

ELIXIR Platforms bring together experts from 
Nodes to develop ELIXIR’s technical vision and 
coordinate activities in defined technical areas
 
There are five Platforms: 
• Compute
• Data
• Tools
• Interoperability
• Training



Basic “modes of operation”
• If possible, centralize valuable services and resources

• sometimes, create hubs and registries 

• If not, acknowledge the decentralization and distribution
• make it possible
• make it more efficient

• In either case, share knowledge, experience and know-how
• organize yourself – calls, meetings
• commonly implemented and operated services, but
• joint actions, case studies, projects

inactive or passive
discouraged
sceptical

active
ideas about unrealized 
opportunities 

any average group of people or community



… on Data, Tools, Interoperability and Training platforms
• Data

• Connecting and brokering Node contributions to ELIXIR data resources
• Recognition and credit attribution of research contributions to data resources
• Scalable curation support from the long tail of biological data
• Establishing and shaping the landscape of Core and Community biological databases

• Tools
• The ELIXIR Research Software Ecosystem (RSEc) – bio.tools
• Software management, stewardship and standards – making SW FAIR
• Defining a roadmap towards reproducible and distributed analysis using benchmarking
• Democratised access to reusable complex workflows – WorkflowHub

• Interoperability
• Growing the FAIR-enabling portfolio of products – RDMkit and FAIR Cookbook
• Standardising processes for FAIR data management
• Establishing best practices for interoperable data management and use

• Training
• Consolidating the Training Platform Infrastructure
• Consolidating ELIXIR Training standards and best practices for Open science and Open education
• Train-the-Trainer programme consolidation



ELIXIR Compute Platform

Mission: to build and integrate 
• cloud

• compute

• storage 

• access services

for the life-science research community
 

The ELIXIR Compute Platform was established in 2015 



ELIXIR Compute Platform
• Researchers need access to data they can analyze in a reliable and reproducible way

• Data are not located in one place
• At least some of the data is sensitive and need special protection
• The analysis is complex and requires workflows that support individual steps
• Data and service/capacity providers need to properly control access, including guaranteed identity 

vetting

• To be able to achieve this goal, the following is (also) needed:
• Strong digital identity vetting, easy to use for the individual researchers and trusted by providers
• Trusted secure environments that retain an audit of the sensitive steps
• Technologies that support reproducible processing
• Flexible environments supporting a wide range of distributed services and data sources
• Powerful secure federated processing infrastructure



Compute Platform - Working Structure 

ELIXIR Scientific Programme
• Strategic plan and ambitions for ELIXIR
• Former period 2019-2023
• Current programme for 2024-2028

Tasks overview, 2022-2023 
1. Authentication & Authorisation Infrastructure (AAI)
2. ELIXIR Hybrid Cloud
3. Container Orchestration

https://f1000research.com/documents/8-1570


Authentication & Authorisation Infrastructure (AAI) 
• AAI lets users sign in to a range of services with the same account.  

• You can use your university or institute account and credentials (home organisation) 
• or an account with a with a company like Google, Apple or LinkedIn (public access only)

• For communities, it allows user and group management, access to resources and more

• Sustainable service
• day-to-day operations and support
• 10.000+ user logins per month
• 140+ production services
• 10.000+ users
• 500+ groups

• Elevation of the ELIXIR AAI to LS AAI 
• Part of EOSC-Life project
• Single digital space for 13 LS RIs



Hybrid and Multi Cloud Infrastructure

• Cloud architecture that incorporates some degree of workload portability, 
orchestration, and management across two or more environments. 

• “Cloud” in a broader sense; more or less “computing platforms”
• Batch environments (PBS, SLURM)
• Cloud (OpenStack)
• Container Platforms (K8s)
• Even bare metal deployment models

• Motivations
• Extend access to compute resources that are not available (or in low number) on-premises (i.e. 

GPUs)
• Access to specialised HW or tools, such as those for ML and AI (MLOps)
• Load Balancing – burst temporary peaks of load due to project or workloads requirements. (i.e. 

Covid-19 samples analysis)
• Sensitive data analysis – distributed architectures are prerequisite to work with the data without 

them leaving the premises



Container Orchestration
● Containerization popularity rises

○ reproducibility and re-use
○ BioContainers – infrastructure and basic guidelines to create, manage and distribute bioinformatics 

packages +registry
● Coordinate establishment of an ELIXIR service for executing containerized software workflows developed by 

the Tools and Compute Platform ecosystem
● Driver Project for the Global Alliance for Genomics & Health (GA4GH)

○ ELIXIR is enabling federated analytics through the use of  GA4GH Cloud API specifications
● Conducting the compute where the data is

Different 
workflow
languages

Different 
compute 
backends
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• Current programme for 2024-2028

Tasks overview, 2022-2023 
1. Authentication & Authorisation Infrastructure (AAI)
2. ELIXIR Hybrid Cloud
3. Container Orchestration

https://f1000research.com/documents/8-1570


Compute Platform - Working Structure 

ELIXIR Scientific Programme
• Strategic plan and ambitions for ELIXIR
• Former period 2019-2023
• Current programme for 2024-2028

Tasks overview, 2022-2023 
1. Authentication & Authorisation Infrastructure (AAI) (CZ co-lead)
2. ELIXIR Hybrid Cloud (CZ co-lead)
3. Container Orchestration

Work-packages (a.k.a. former Tasks) overview, 2024-2028
1. Advanced service access control (CZ co-lead)
2. Protected access to sensitive data for analysis
3. Multi cloud infrastructure deployment (CZ co-lead)
4. Sustainability, accounting and provenance for federated analytics

Focus on ecosystems supporting reliable processing of sensitive data

https://f1000research.com/documents/8-1570


Advanced Service Access Control
• Topics of interest for next years

• Digital wallets
• Delegation – complex workflows running at federated distributed sites (case in TREs)
• Long runs support – balance between protection (short time) and long running times
• Identity vetting
• GA4GH passports and visas – the first steps towards these goals

• Elevation of trust
• Complex access control specification evaluation delegated to the AAI – simplification for service 

providers
• No need for them to deal with the GDPR implications
• Higher privacy for users

• Connection to other tools
• Decisions taken by data access governing bodies translated into Access control executable specifications



Advanced Service Access Control

• Integration with the infrastructure
• Workflow execution engines
• Data repositories with fine-grain access control
• Compute and data facilities – access to trusted environments

• Even in cases with limited Internet access

• Provenance and reproducibility
• Accounting – not only for the billing
• Audit trails and provenance reports
• Ethical, legal, societal and cybersecurity implications (e.g. weapons’ research)

• Standards
• International/global collaboration
• Major EOSC technical stakeholders, RDA, GA4GH,  …



Protected access to sensitive data for analysis
• European regulation on sensitive human data management is tightening. CP shall:

• build the technology and processes for access rights management needed by the regulation
• ensure proper level of assurance and right granularity of access rights in access rights management
• support European-wide interoperability of different Secure Processing Environments (SPE) on 

access rights management

• From secure access through secure processing/analysis to publication
• Discovery tools for sensitive data – how to find it
• Trusted analytical/processing environment – where to process it
• Publication – what and how in terms of data

  FAIR DATA aren’t OPEN DATA

• Evolution of tools and their secure interaction in a federated distributed world
• Secure storage, data transfer, computing environments, results delivery



Protected access to sensitive data for analysis

• Connections across Compute Platform
• LS AAI evolution
• Multi-cloud infrastructure requirements
• Accounting, Auditing and Provenance
• Federated analytics environments

• Current solution to be evolved
• Resource Entitlement Management System (REMS) https://www.elixir-finland.org/en/aai-rems-2/

• underpinning Genomic Data Infrastructure project
• Federated European Genome phenome Archive (FEGA) https://ega-archive.org/federated 

• Input to and feedback from other ELIXIR platforms and communities
• Integrated solutions with technical platforms
• Demonstrations and use cases from communities

https://www.elixir-finland.org/en/aai-rems-2/
https://www.elixir-finland.org/en/aai-rems-2/
https://ega-archive.org/federated


Multi Cloud Infrastructure Deployment
Realities of computing infrastructures in LS:

- Some use cases outscale peak performance 
- Some use cases require bringing compute to where the data resides, rather than fetching the data first and 

computing on it on premise
- data analytics in the Life Sciences is increasingly shifting towards the cloud

Previous work on containers, GA4GH driver project and hybrid cloud  will be further matured:

- Development of ELIXIR-wide federated hybrid- and multi cloud-ready platform 

- support to discover, fetch and execute a range of workflow types including CWL, Nextflow and Galaxy

- support of various environments, spanning from HPC clusters, native/on-premises cloud clusters and 
commercial clouds

- accessing data on commonly used storage solutions (e.g., s3 compatible object storage)

- consisting of various GA4GH-compatible backend microservices deployed across the ELIXIR Nodes

- with a micro-frontend-based web portal to operationalize the platform to end users



Sustainability, Accounting and Provenance for Federated Analytics

ELIXIR communities need access to advanced and large scale compute capacities, often in an 
international context
• They need to be able to do so using sustainable compute resources which requires appropriate 

regulatory compliance, accounting and provenance
• Life scientists have additional demands for computing sensitive data which only increases the 

importance of appropriate audit trails which will fit with the relevant information governance 
and security requirements.

• Work includes
• Identification of best practices within the communities
• Groundwork for billing and accounting of services between institutions and across 

borders
• Automated and lightweight solutions to track provenanceance



To wrap up on Compute Platform

ELIXIR Compute Platform is a space for professionals to consult and collaborate on
• AAI
• Compute

• workflows
• environments
• services

• Sensitive data and protected access
• Accounting, billing and provenance



Practical takeaways for supporting data management in CZ

1. Selected ELIXIR (CP) services (partially) developed and operated by CZ teams

1. Sensitive data management and processing

1. Towards the Czech National Data Infrastructure for FAIR research data, build as part 
of the EOSC CZ initiative



ELIXIR (CP) services (partially) developed and operated by CZ teams

• LS AAI
• Powered by Perun
• Developed by a Czech team based on e-INFRA CZ (CESNET, MU)
• The exact same solution is powering the e-INFRA CZ AAI
• The exact same solution will provide the core AAI infrastructure for the Czech NDI

• Container platform based on Kubernetes
• Used in the ELIXIR CP containerization and multi cloud activities
• Team from e-INFRA CZ (MU, CESNET)
• Same team responsible for K8s infrastructure at e-INFRA CZ

• Data Stewardship Wizard
• Data Management Planning tool
• Support throughout the data lifecycle
• Developed by FIT CTU, supported by ELIXIR from the early development phase
• More on that on Friday before lunch



Sensitive Data Management
• Two representative projects 

• Genomic Data Infrastructure (GDI)
• Establishing a federated, sustainable and secure infrastructure to access the 

genomic data, has 3 pillars:
• Long-term sustainability
• Infrastructure deployment
• Application and innovation solutions

• EOSC-ENTRUST
• Trusted Research Environments (TREs) provide secure platforms for handling 

sensitive datasets, enabling data privacy and legal compliance in research involving 
confidential information

• e-INFRA CZ builds a TRE in synergy with these projects 
• so called “SensitiveCloud”
• infrastructure for the GDI and FEGA ecosystem
• for-runner for parts of the National Research Data Infrastructure 

dedicated for sensitive data management



EOSC initiative and Czech National Data Infrastructure

• Infrastructure for FAIR research data to be built in 2023-2028
• Ecosystem of 

• hardware
• repository platforms
• specific repositories
• services
• trainings

for FAIR Research Data Management

• Clear knowledge transfer from international experience (ELIXIR) to national level and vice-versa
• Perun (LS AAI <-> e-INFRA AAI (used also for NDI))
• Container execution platform (used for the NRP repository platform CESNET Invenio)
• Data Stewardship Wizard
• Sensitive data management
• Toolkit for data acquisition and sharing such as OneData and iRods

…

• More on EOSC CZ initiative and NDI on Friday morning



Data Management Support through the ELIXIR Compute Platform

Plan Collect Process Analyse Preserve Share Reuse



Plan Collect Process Analyse Preserve Share Reuse

AAI (Perun)

Container
platform

DSW

Sensitive
data

Toolkit

✔ ✔ ✔ ✔ ✔ ✔ ✔

✔ ✔ ✔ ✔ ✔ ✔

✔✔✔ ✔ ✔ ✔ ✔ ✔ ✔

✔ ✔ ✔ ✔ ✔ ✔ ✔

✔ ✔ ✔ ✔
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